Securing The Critical Infrastructure
From Cyber Attacks
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— Highly experienced, highly credentialed team
- I Security assessments, architecture, policy
s - Very active In critical infrastructure security
— Clientsin water, electric, oll & gas
— Clients that are SCADA system vendors
— Wrote initial draft for Control Center standard

— Selected by DHS for research grant
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Critical Infrastructure Networks
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" Most critical infrastructure systems are run
by process control networks

" Distributed Control Systems (DCYS)

— Control alocal process, I.e. power generation,
chemical processing, manufacturing

" Supervisory Control and Data Acquisition
(SCADA)

— Control adistributed process, i.e. power and
water distribution, oil and gas pipeline, etc.
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(@ SCADA InAction

The ‘plant floor’ does
not look like I T

— Sensors and actuators

— Serial interface, analog
— Connected to PLCs

The control center
looks like I'T
— Timing and availability
are critica
— Safety Iscritical
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= *% Escal ation of Risks

" Adoption of standardized technologies with
known vulnerabilities

. — TCP/IP, Microsoft OS, databases
- Connectivity to other networks

" Legacy product constraints
— Many current offerings are still limited
" Insecure remote connections
Source:. GAO Sudy, Oct 1, 2003
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“Disruption of these systems can have significant
consequences for public health and safety . . . a
national priority”
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President Bush, Feb, 2003

Worms in 2003 knocked out:
— Bank of AmericaATMs
— Davis-Besse Nuclear Power Plant
— Sedttle' s 911

— South Korea
— If your network is IP, you are connected
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ﬂ August 14™ Northeast US Blackout

" Trees contact 3 transmission lines
" Control-room alarm system did not work

" Operators didn’t know there was a problem
— Could not correct the problems
— Could not notify neighboring utilities

" MISO, the regional power coordinator,

system analysis tools were not working
correctly
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Real Consequences
-
- = " Sewagereleasein Australia

— Millions of liters of sewage
— 46 times before hacker was discovered

s * Lossof a1,000 MW hydro station in Asia
" Many more that are not public!
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Attacks on the Infrastructure

" Attack the field devices
— Almost no security in the protocol
— Easy to modify or even reprogram
" Attack the servers
— Field devices are now |P
— Replace with a hacker laptop at remote |ocal
— Buffer overflow, DoS, known vulnerabilities

" Blended attacks
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| T and Process Control

“ Two different worlds

— Process control Is comprised of engineers
without IT expertise

— |'T does not understand mission critical nature,
safety, and timing issues
— Distrust on both sides

— The solution is still In question
e Which side will learn?
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Government & Industry

" Many critical infrastructures are privatized

© Stability of any country relies on the
delivery of eectricity, oil/gas, and water
— Arizonagas pipeline example
" Safety I1ssues in chemicals & manufacturing
" Economic iImpact of sustained outages

Requires A Partnership!
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Government & Industry

Security standards efforts are mixed

— US Government sponsored PCSRF
e Developing Common Criteria Protection Profiles
 Rigorous reguirements, independent testing
» Working towards certified products
— NERC
 Electric utility group

» Requiring a security program to connect to grid
* Very broad guidelines
— |SA: developing guidelines and information
— AGA, AP, CIDX, AWWA, ...
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Conclusions

" Protecting the critical infrastructure is an

I'T security issue

" |I'T must reach out and understand process
control networks and I1ssues

" Government and private industry must work
together to set applicable standards

" Tremendous progress is being achieved
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